(4 .
Me Accounting Chamber
Supreme Audit Institution of Ukraine

ITERI
FRASTRU

: ) ‘ Vg W7 / | . "‘r : .' v ".l“n'll\T ‘ 4 r\" : A "b.,.. 1.' .‘ { I ‘;"" ! ' . : ::n W "‘. . I“ '1.
b ‘/.»,| (RS AR nt W ).’J"' W At ’,'3'*';‘\-“; N0 AR B T

4 ‘ " ';';L '.. \ )
.¢%J‘,.s TR SRLR i A
Felown/" I N T

" ' . » ' L . : . ' o 3 il .

\ VII Meeting of the EUROSAI Working Group on the Audit of Funds Allocated to Disasters and Catastrophes
November 16, 2021

O D s amm— s i O VD G IR . o o W W s PO |V = e ——— i A .ot



A
W =

RELEVANCE

O Institute for Problems of Mathematical Machines and
Systems of the National Academy of Sciences of
Ukraine: currently an extremely dangerous challenge
for humanity is the global problem of climate change,
which causes large-scale forest fires that have arisen
over the past few years in the USA, Europe, South
America, other countries of the world and in Ukraine,
and which quite often turned into a natural disaster

e U Climate change has other
side: people, societies,
economics and especially
the crisis response system,
should be ready for storms,
large-scale downpours,
catastrophic floods,
hurricanes, tornadoes, etc.,
the likelihood of which

increases due to the

mentioned climate changes
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< Working Group on the Audit of Funds
Allocated to Disasters and Catastrophes

RELEVANCE

A Creation an effective
management system for
the critical infrastructure
protection aimed at
effective counteraction
and prevention of

= Definition of critical infrastructure (Cl)

terrorist attacks, acts of facilities
cybercrime and
consequences = Possible threats, the specifics of assessing

.. . the impact of these threats on Cl facilities
elimination of man-

caused and natural = Tasks that SAls face when planning and
emergencies, is needed conducting audits related to Cl facilities
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DEFINITION OF CI FACILITIES

= (Critical Infrastructure - objects and
systems that are so important for
ensuring the population and
economic state that destabilization "
of their work will lead to negative or
catastrophic consequences

= Especially hazardous production
facilities, where accidents caused by
any reasons (natural or man-made
emergencies, or malicious actions)
can also result in catastrophic
conCsiequences, are also referred to
as

Cascade effects: when disturbances in
the operation of one Cl object lead to
disturbances in the operation of other
objects and systems due to their
interdependence ("domino effect")
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DEFINITION OF CI FACILITIES

The lists of sectors
related to critical
infrastructure
(USA’s experience):

< Working Group on the Audit of Funds
Allocated to Disasters and Catastrophes

Chemical;

= Commercial facilities;

Communication;

Critical manufacturing;

Dames;

Defense industrial base;
Emergency service;

Energy;

Banking and finance;

Food and agriculture;
Government facilities;
Healthcare and public health;
Information technology;
Nuclear reactors, materials and waste;
Transportation system;

Water and wastewater systems
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DEFINITION OF CI FACILITIES

Following characteristics can be taken into account when
determining the list of Cl elements:

Scale (geographical coverage of the area ™ Severity of possible consequences for
for which the loss of a Cl element causes the:

significant damage);
Interconnection between Cl elements;

Duration of the impact (how and when
the damage associated with the failure,
decommissioning or disruption of the
functioning of Cl facilities will be
determined);

Vulnerability to the hazardous factors;

v’ economic security;

v’ safety of life and health of the
population;

v’ internal political and state
security, defense capability;

v’ environmental safety (impact
on the natural environment)
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<o EUROSAI
THREATS TO THE PROPER FUNCTIONING OF <’\/
Cl FACILITIES

When assessing events and factors that may pose a threat
to such facilities, it is necessary to:

[ Take into account 2

[ Use a risk-oriented
aspects:

approach

= How to secure the Cl facility;

= How to ensure the fulfillment of
their specific functions
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THREATS TO THE PROPER FUNCTIONING OF
Cl FACILITIES

= At the EU level, in November 2005, the Green
Paper on a European Program for Critical
Infrastructure Protection was promulgated,
and in 2006, the European Program for Critical
Infrastructure Protection was introduced - =

Common / Miscellaneous /Community

EPCIP

means

European Programme for Critical
Infrastructure Protection

= |n Ukraine, in 2016, the National
Institute for Strategic Studies (NISS)
prepared a Green Paper On Critical /=
Infrastructure Protection In Ukraine /&%
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THREATS TO THE PROPER FUNCTIONING OF W e
Cl FACILITIES

O National Institute for Strategic Studies of Ukraine: recently in the
developed countries the format of activities related to ensuring the Cl
functioning is expanding

1 More and more attention is paid to the issues of ensuring
sustainability in comparison with issues of direct protection,
since the modern environment is characterized by the new
threats and transformation of existing ones

(J None of the created protection (security)
systems can fully provide protection against all
threats and dangers: while the development of a
defense system designed for certain threats is
continuing, new threats and dangers are already
appearing
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THREATS TO THE PROPER FUNCTIONING OF <\7j SUROS A
Cl FACILITIES

Approaches to Cl terminology differ slightly from country
to country

e p— In most cases, the sustainability of
e BRSNS S goe Cl is understood as its ability to

Pucom ileLity  (iical (ritical
Infrastructure Infrastructure

(SRl function reliably in a normal mode,

N < be ready for changing conditions,
adapt to such conditions, as well as

withstand changes and quickly

Managing the

oGl f recover from operational

Infrastructures
Critical Infrastructure Protecti

Ao nd Semuation Appoach

disruptions (accidents and
technical failures, malicious
actions, natural disasters,
dangerous natural phenomena)

Q St

= 2 HOMELAND 11 Seven strategies for protect.
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THREATS TO THE PROPER FUNCTIONING OF W i
Cl FACILITIES

Threats to Cl:

= Malicious acts;

Natural hazards (hurricanes,
tornadoes, earthquakes,
tsunamis, floods, extreme
weather conditions, etc.);

" Man-caused emergencies (aircraft accidents,
nuclear accidents, fires, accidents in power supply
systems, emissions of hazardous substances, etc.)
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THREATS TO THE PROPER FUNCTIONING OF <\y/’ FUROSA
Cl FACILITIES

Assessment of the impact of threats on Cl facilities:

Analytical report of the National Institute for Strategic Studies of Ukraine
“Threats to Critical Infrastructure and their Impact on the National Security
(monitoring the implementation of the National Security Strategy)”:

According to the data of State Statistics
Committee, depreciation of fixed assets of

When COnS' . . . . . .
idering 3¢ci industrial enterprises in Ukraine averages 60.3%
| & accidents ang technica|

f

ailures, should pe ta
degree of depreciati

ken into account the
on of fixed assets

The level of risks of natural and man-caused
emergencies and the risks of damage from them
remain quite high for most regions of Ukraine,
which is confirmed by the huge amount of losses
caused by emergency situations in 2020
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THREATS TO THE PROPER FUNCTIONING OF

CI FACILITIES

The main reasons for the largest
man-caused disasters that have
occurred in Ukraine since 2000 are:
the deterioration of the material
base and equipment, violation of
safety rules and human
carelessness
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U The strategic goals of the policy for

managing Cl facilities should include not
only ensuring the sustainability of the
national Cl, but also building a system for
Cl protecting and increasing its
sustainability based on an risk-oriented
approach for all types of threats
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THREATS TO THE PROPER FUNCTIONING OF W e
Cl FACILITIES

According to experts, in the process of risk management related Cl
it is advisable to provide the following measures:

" Increasing the
sustainability of Cl to
identified threats and
hazards;

= Preventing malicious
threats (terrorism, crime,
etc.);

® Planning a timely response

to failures in the * Planning to quickly repair and
functioning of Cl in order to  restore the functioning of Cl in
reduce their negative case of emergencies that could

impact on the health and
safety of the population, not be prevented
economy EtC.; 14
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SAls’ TASKS IN PLANNING AND CONDUCTING q/’ SUROS A
AUDITS RELATED TO CI FACILITIES

When planning audit activities, SAls have to determine:

= Are there any Cl facilities among the
audited objects?

Whether the assessment of
risks/threats to the proper
functioning of the Cl facilities
has been carried out?

= \WWhether certain measures have been taken to ensure
efficient and safe functioning of CI?
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SAIs’ TASKS IN PLANNING AND CONDUCTING AUDITS Q?; EUROSAI
RELATED TO CI FACILITIES

When conducting audits, auditors should received answers

about:

= formally adopted strategy/policy to ensure the protection and sustainability
of Cl;

= relevant authority charged with ensuring the protection and
sustainability of Cl;

= state body responsible for informing and processing information about
incidents (crises) related to Cl (may include a network of situational and
information-analytical centers);

= state program of interdepartmental cooperation in the field of
protection and sustainability of Cl;

= officially adopted program of public-private cooperation to ensure
the protection and sustainability of ClI
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, Ly EUROSAI
SAIs” TASKS IN PLANNING AND CONDUCTING AUDITS Q\’/r
RELATED TO CI FACILITIES

« The system is so reliable how reliable its
weakest link is»
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THANK YOU for
ATTENTION!
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